ISA SERVER CONFIGURATION

Step 1: Start ISA Management application (Start -> Programs -> Microsoft ISA Server -> ISA
Management)

Step 2: Select IP Packet Filters (Internet Security and Accelleration Server -> Servers and Arrays
-> {MachineName} -> Access Policy -> IP Packet Filters)

Step 3: Right Click on "IP Packet Filters” and select "New" (New -> Filter)

Step 4: Name the packet filter "ASIC Prod". Click "Next >"

New IP Packet Filter Wizard |

Welcome to the New IP Packet
Filter Wizard

Thiz wizard helps you create a new |P packet filker on thiz
array. |F packet filters contral permizzions for incoming and
outgoing packets fram (54 Server.

IP packet filker name:

|.&SIE Prod

To continue, click Mest,
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Step 5: Allow packet transmission. Click "Next >"



Mew IP Packet Filter Wizard

Filter Mode _ _ _
YU can create a filker that allows or blocks packet transmizsion between the [P

addrezzes, portz, and protocols you zpecify.

Step 6: Set custom protocol. Click "Next >"
Mew IP Packet Filter Wizard

Filter Type

YU can specify ports and prc'tc'c:n:nis.in a cuztar filker, or you can use the sett'ings
of a predefined filker.



Step 7: Set Filter to TCP / Outbound / (Local) Dynamic / (Remote) Fixed Port /5610 . Click "Next
S

Mew IP Packet Filter Wizard

Filter Settings

Specify the protocol uzed, communication direction, and ather filter-zpecific
infarmnatiar,

Select zettings for thiz IP packet filker.

P protocal; Murmber:
[TcP | B
Direction:

I Outbound j

Local port; Part number;

I Dyramic j I

Remate port: Part number:

I Fiswed port j IEE'I il
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Step 8: Default to all IP on local computers. Click "Next >"

Local Computer
Select the IP address ta which the IP packet filker iz applied.

Apply this packet filker to;

i* Qefault |P addreszes for each external interface on the [S4A Server computet

" This |54 server's external IP address: I

™ This computer [on the perimeter netwarl]; I

Browee,,, |

¢ Back Mewut = Cancel




Step 9: Default to any Remote computer. Click "Next >"

Mew IP Packet Filter Wizard

Remote Computers
Select the remate camputers bo which the [P packet filter iz applied.

Apply thiz packet filter to:

&+ Al remote computers

™ Only this remate computer;
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Step 10: Click "Finished". Your filter is now in place.

To test.

Step 1: Open Browser (IE5 or greater)

Step 2: Turn off the proxy settings. (Tools -> Internet Options -> Connections -> LAN Settings ->
{Uncheck all boxes} Exit hitting the OK buttons)

Step 3: type into Address Area https://edge.asic.gov.au:5610 and hit enter to load the page

Step 4: You may be prompted that you are entering a secure area. Click OK/Yes
Then you will see a SSL certificate dialog



Security Alert ] x|

riril | nfarmation you exchange with this zite cannot be viewed or
?. changed by athers. However, there iz a problem with the site's

zecurity certificate,

a The secunty certificate iz from a buzted certifying authonty.

O The =ecurity certificate date iz walid.

The name on the secunty certificate does nat match the
name of the zite.,

['a wau want to procesd?

“iew Certificate

|

Select "Yes" to proceed. At this stage the connection is now working. Anything past this point is
a "bonus"

Step 5: You may see a window like
; https://edge.asic.go¥.au: 5608, - Microsoft Internekt EH = | I:Ilil

J File Edit ‘Wew Favorites Tools Help ﬁ
J GBack ~ = - ) i | ‘Qhsearch [E]Favorites L #History | B-SHE *
J.ﬁ.gldress @ https:jiedge. asic.gov, au: 5608 j o

Links &7 Customize Links & ]Free Hotmail &7 Windows Media & Windows
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Step 6: Close your browser.

Y ou may now test your Prime32 software. !



